United States District Court
Southern District of New York

Notice Regarding Privacy and Public Access to
Electronic Case Files

Documents filed with the court will normally be available to the public at the courthouse and on the
internet through PACER (Public Access to Court Electronic Records) and the court’s electronic
case filing system (ECF). (In certain types of cases, such those under the Social Security Act, remote
access to electronic files is limited. See Fed. R. Civ. P. 5.2(c).)

Certain personal identifying information should be removed from documents before the
documents are submitted to the court for filing.

Rule 5.2 of the Federal Rules of Civil Procedure and Rule 49.1 of the Federal Rules of Criminal
Procedure provide for privacy protection of electronic or paper filings with the court. These rules
apply to pleadings, exhibits to pleadings, and any other document submitted by any party or
nonparty for filing. Certain limited exceptions may be found in Rules 5.2(b) and 49.1(b). Unless
otherwise required by court order or rule, a filer should #o# include certain types of personal
identifying information in documents submitted for filing. If it is necessary to file a document that
contains personal identifying information, that information should first be redacted (blacked out). A
person filing any document containing his or her own personal information wazves the protection of
the rules by filing the information without redaction and not under seal. It is the sole responsibility
of counsel and the parties to be sure that all documents comply with the rules requiring redaction of
personal information. Neither the assigned judge nor the Clerk of Court will review documents for
compliance with the rules.

Federal Rule of Civil Procedure 5.2(a) and Federal Rule of Criminal Procedure 49.1 protect the
following information:

1. Social Security and Taxpayer Identification Numbers: If an individual’s social security
number or a taxpayer identification number must be included in a document, the filer may
include only the last four digits of that number.

2. Dates of Birth: If an individual’s date of birth must be included in a document, the filer may
include only the year of birth.

3. Names of Minor Children: If the involvement of a minor child must be mentioned, the
filer may include only the initials of that child.

4. Financial Account Numbers: If financial account numbers are relevant, the filer may
include only the last four digits of these numbers.

Federal Rule of Criminal Procedure 49.1(a)(5) also protects an individual’s home address. If an
individual’s home address is relevant, the filer may include only the city and state of the home
address.

Protection of other sensitive personal information, such as driver’s license numbers and medical
information, may be sought under Rule 5.2(d ) or Rule 49.1(d) (Filings Made Under Seal) and Rule
5.2(e ) or Rule 49.1(e) (Protective Orders). Please review Federal Rule of Civil Procedure 5.2, Federal
Rule of Criminal Procedute 49.1, and Section 21 of the court’s ECF Rules & Instructions for further
guidance.



